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®

» Machine authentication: Preshared keys (a.k.a., shared secret).

When using Meraki hosted authentication, VPN account/user name setting on client devices (e.g., PC or Mac) is the user email address entered
in the Dashboard.

The instructions below are tested on Mac OS 10.7.3 (Lion).

Open System Preferences > Network from Mac applications menu. Click the "+" button to create a new service, then select VPN as the interface type, and

choose L2TP over IPsec from the pull-down menu.

» Server Address: Enter the hostname (e.g. .com) or the active WAN IP (e.g. XXX.XXX.XXX). Hostname is
encouraged instead of active WAN IP because it is more reliable in cases of WAN failover. Admin can find them in

Dashboard, under Security appliance > Monitor > Appliance status.
» Account Name: Enter the account name of the user (based on AD, RADIUS or Meraki Cloud authentication).

P Wi-Fi
Status: Not Connected

@ PANTE.ML290 (.

-

(2} |.Phone use l.J Configuration: | Default S
@ Bluetooth PAN 0 Server Address: XXX XXX XXX XXX

. Account Name: niles({fmerakl,coml
@ Ethern..or (en4) o+

M NV Authentication Settings...
® ;thernet Gody Connect
A ()

AN

o ¥ Show VPN status in menu bar Advanced... ?

Click Authentication Settings and provide the following information:

» User Authentication > Password: User password (based on AD, RADIUS or Meraki Cloud authentication).

* Machine Authentication > Shared Secret: Enter shared secret that admin created in Security appliance
> Configure > Client VPN settings.
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User Authentication:

@Password: yooooo.ooooooo
(_JRSA SecurlD
() Certificate = Select. .

() Kerberos

() CryptoCard

Machine Authentication:

@Shared Secret: [ooooooo ] 1
() Certificate Select... ]

I
Group Name:
(Optional)

| Cancel | [ oK |

Click OK to go back to the main VPN settings page, then click Advanced and enable the Send all traffic over VPN
connection option.

Hg VPN (L2TP)

m VPN on Demand TCP/IP DNS Proxies

Session
(™ Disconnect when switching user accounts
(¥ Disconnect when user logs out
™ Send all traffic over VPN connection

|| Disconnect if idle for mmutes

Advanced
| | Use verbose logging

| Cancel | | OK |
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@ The VPN connectivity will not be established if you don't enable the Send all traffic over VPN connection option!

Windows 7

@ Currently only the following authentication mechanisms are supported:
» User authentication: Active Directory (AD), RADIUS, or Meraki hosted authentication.

» Machine authentication: Preshared keys (a.k.a., shared secret).

When using Meraki hosted authentication, VPN account/user name setting on client devices (e.g., PC or Mac) is the user email address entered
in the Dashboard.

Open Start Menu > Control Panel, click on Network and Internet, click on View network status and tasks.
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5[:(*[‘_ Network and Sharing Center ;Iglll

|GOO FL: ~ Network and Internet ~ Network and Sharing Center v | Search Control Panel e

Control Panel Home View your basic network information and set up connections

- - See full ma
Change adapter settings &f —_— & R 0 p

Change advanced sharing settings WIN7-DAGHAN Network Internet
(This computer)
View your active networks Connect or disconnect
Network Access type: Internet
Work network Connections: @ Local Area Connection

Change your networking settinas

g, Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or setup a
router or access point.

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

'% Choose homegroup and sharing options

See also Access files and printers located on other network computers, or change sharing
settings.

HomeGroup

Internet Options Troubleshoot problems

Windows Firewall Diagnose and repair network problems, or get troubleshooting information.

In the Set up a connection or network pop-up window, choose Connect to a workplace (Set up a dial-up or VPN connection to your workplace).
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Connect 10 the [nternet
Set up a wireless, broadband, or dial-up connection to the Internet,

Set up a new network
Configure a new router or access point.

B e e comsstionto e

Set up a dial-up connection
Connect to the Internet using a diel-up connection.

Choose Use my Internet connection (VPN), in the Connect to a workspace dialog window.

Connect to a Workplace

«

In the Connect to a Workplace dialog box, enter:

10
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* Internet address: Enter the hostname (e.g. .com) or the active WAN IP (e.g. XXX.XXX.XXX). Hostname is

encouraged instead of active WAN IP because it is more reliable in cases of WAN failover. Admin can find them in
Dashboard, under Security appliance > Monitor > Appliance status.

» Destination name: This can be anything you want to name this connection, for example, "Work VPN."

. Connect to a Workplace

=101 x|
6 ::Ei Connect to a Workplace

Type the Internet address to connect to

Your netwoerk administrator can give you this address,

Internet address: |y;c<.xu.xz<.>ocx

Destination name: |VPN Connection

[~ Use a smart card

'Ff_p_? [~ Allow other people to use this connection
This option zllows anyone with access to this computer to use this connection.

[# Don't connect now; justset it up so 1 can connect later

Next Cencel |

@ Choose "Don't connect now; just set it up so that | can connect later" option.

Click Next. In the next dialog window, enter the user credentials, and click Create.

11
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Close the VPN connection wizard.

8 Crcate a VPN connection

Go to Networking and Sharing Center and click Change Adapter Settings

12
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:t:t[.:_ Network and Sharing Center

%v I:,L:-' ~ Control Panel ~ Network and Internet v Network and Sharing Center

Control Panel Home View your basic network information and set up

Change adapter settings &!I - &

Change advanced sharing settings WIN7-DAGHAN Networt
(This computer)

View your active networks

-
EI‘ -» Network 13
LS Work network

Change your networking settings

ﬁ. Set up a new connection or network
= set up a wireless, broadband, dial-up, ad hot

In Network Connections window, right-click on the new VPN connection settings and choose Properties

mcff'vcmdmdvuemommdmnet-w«kcm- ~ K23 | search Network Co

Organize v  Start this connection  Rename this connection  Dekete this connection  Changs settings of this conrection

gb Local Arms Connecton
- *  Network 13
@27 Intzl(R) PRO/1000 MT Netweark Cenn...

In the General tab, verify the hostname (e.g. .com) or the active WAN IP (e.g. XXX.XXX.XXX). Hostname is
encouraged instead of active WAN IP because it is more reliable in cases of WAN failover. Admin can find them in
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Dashboard, under Security appliance > Monitor > Appliance status.

VPN Connection Properties

In the Options tab, uncheck "Include Windows logon domain"

14
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VPN Connection Properties

In the "Security" tab, choose "Layer 2 Tunneling Protocol with IPsec (L2TP/IPSec)".
Then, check "Unencrypted password (PAP)", and uncheck all other options.

15



Page 11

E VPN Connection Properties X|

‘General | Options  Security INetworkmgl Sharing |

Type of VPN:

ILayer 2 Tunneling Protocol with IPsec (L2TP/IPSec) Zl
| Advanced settings I

Data encryption:

IRequire encryption (disconnect if server declines) j

— Authentication

" Use Bxtensible Authentication Protocol (EAP)
Properties I

¢ Allow these protocols

[V Unencrypted password (PAP)
[~ Challenge Handshake Authentication Protocol (CHAP)
™ Microsoft CHAP Version 2 (MS-CHAP v2)

™| Sutomatically use my Windows logon name and
password [and domain, if any)

OK Cancel

Click on "Advanced settings".

® Despite the name "Unencrypted PAP", the client's password is sent encrypted over an IPsec tunnel between the client device and the MX. The
password is fully secure and never sent in clear text over either the WAN or the LAN.

In Advanced Properties dialog box, choose "Use preshared key for authentication” and enter the pre-shared key
that admin created in Security appliance > Configure > Client VPN settings.
Click OK.
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Advanced Properties X|

LZTPI

{* Use preshared key for authentication

Key: | meraki

" Use certificate for authentication

[V | Yerify the Mame and sage attributes of the server’s certificate

Cancel

Back at the Network Connections window, right-click on the VPN connection and click Connect

!B'_ Network Connections

e\ D |1£-J ~ ControlPanel » Network and Internet ~ Netwark Connections ~ v

Organize v  Start this connection  Rename this comection  Delete this zonnection  Change settings of this ¢

: | Local Area Connecton VPN Connection
s Network 13 = Disconnect=d
@ Intel(R) PRO/1000 MT Hetwork Conn... B8 AN Mniport (LZTP)

Comeit |

Status

Setas Default Cornection

Create Copy

Create Shortcut
A Delete
[ Rerame

(¥ Propertes

Verify your user name and click Connect.

17
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¥ Connect VPN Connection X|

User name: IiOhn smith

Password: I [To change the saved password, click here]

[V Save this user name and password for the following users:
' Me only

@ € Anyone who uses this computer

Windows 8

® Currently only the following authentication mechanisms are supported:
» User authentication: Active Directory (AD), RADIUS, or Meraki hosted authentication.
» Machine authentication: Preshared keys (a.k.a., shared secret).

When using Meraki hosted authentication, VPN account/user name setting on client devices (e.g., PC or Mac) is the user email address entered
in the Dashboard.

Open Start Menu > Network and Sharing Center and click Settings.

18
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Search

Settl ﬂg S Results for “network and sharing center” Settings
Sharing Center

Apps
n Settings

Files

Bing

Finance

Google Chrome

In the Network and Sharing Center, click Set up a new connection or network.

rr
“rr

. Network and Sharing Center
T :J_S <« Network and Internet » Network and Sharing Center v ¢ Search Control Pane P
View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Meraki-Corp

Access type: Internet
settings Public network

Change your networking settings
‘.’I. Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
=4 Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

HomeGroup
Internet Options

Windows Firewall
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In the Set Up a Connection or Network pop-up window, choose Connect to a workplace.
(Set up a dial-up or VPN connection to your workplace).

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L i Set up a new network
cam, Setup anew router or access point.

‘.‘ Manually connect to a wireless network
<am, Connectto a hidden network or create a new wireless profile.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

Choose Use my Internet connection (VPN), in the Connect to a Workspace dialog window.

20
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How do you want to connect?

# Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N @ B

< Dial directly
Connect directly to a phone number without going through the Internet.

N P

In the Connect to a Workplace dialog box, enter:

* Internet address: Enter the hostname (e.g. .com) or the active WAN IP (e.g. XXX.XXX.XXX). Hostname is
encouraged instead of active WAN IP because it is more reliable in cases of WAN failover. Admin can find them in
Dashboard, under Security appliance > Monitor > Appliance status.

» Destination name: This can be anything you want to name this connection, for example, "Work VPN."

Click Create.

21
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Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: | XXX.)OO(.X)O(.)OO(]

Destination name: | VPN Connection

[[]Use a smart card
Remember my credentials

@ [] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

Create H Cancel

Go back to Network and Sharing Center and click Change Adapter Settings.

T _-':E <« Network and Internet » Network and Sharing Center

Control Panel Flome View your basic network informatio

View your active networks
Change adapter settings
Change advanced sharing Meraki-Corp
settings Public network

Change your networking settings

Set up a new connection or network
Set up a broadband, dial-up, or VPN

In the Networks Connections window, right click on the VPN connection icon and choose Properties.

22
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v 1 5@ <« Network and Internet » Network Connections v ¢ Search Network Connections 0O

- I @

®©

Organize v Start this connection Rename this connection Delete this connection >

| Bluetooth Network Connection | Ethernet — VPN Connection
Not connected Network cable unplugged Disconnected

[0

X 9 Bluetooth Device (Personal Area... 3§ ’ﬁ Intel(R) 82577LM Gigabit Network... W Connect / Disconnect
= | Wi-Fi Status
Disabled
dﬂ Intel(R) Centrino(R) Advanced-N ... Set as Default Connection

Create Copy
Create Shortcut

@ Delete

@ Rename

I@ Properties

4items  1item selected

In the General tab, verify the hostname (e.g. .com) or the active WAN IP (e.g. XXX.XXX.XXX). Hostname is
encouraged instead of active WAN IP because it is more reliable in cases of WAN failover. Admin can find them in
Dashboard, under Security appliance > Monitor > Appliance status.
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General | Options | Security | Networking | Sharing |

Host name or IP address of destination (such as microsoft.com or
157.54.0.1 or 3fe:1234::1111):

|203.72.143.22|

First connect

Windows can first connect to a public network, such as the
Intemet, before trying to establish this virtual connection.

[] Dial another connection first:

In the "Security" tab, choose "Layer 2 Tunneling Protocol with IPsec (L2TP/IPSec)".
Then, check "Unencrypted password (PAP)", and uncheck all other options.

24
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' General | Options | Security | Networking | Sharing |
Type of VPN:
Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec) vl

|Advanoed§ett'ngs l

Data encryption:
’Reqm'eenayption(disconnedifserverdecha) v]

Authentication
() Use Extensible Authentication Protocol (EAP)

Properties

(@) Allow these protocaols:

Unencrypted password (PAP)
[]Challenge Handshake Authentication Protocol (CHAP)
[] Microsoft CHAP Version 2 (MS-CHAP v2)

[ ] Automatically use my Windows logon name and
password (and domain, if any)

Click on "Advanced settings".

@ Despite the name "Unencrypted PAP", the client's password is sent encrypted over an IPsec tunnel between the client device and the MX. The
password is fully secure and never sent in clear text over either the WAN or the LAN.

In Advanced Properties dialog box, choose "Use preshared key for authentication" and enter the pre-shared key
that admin created in Security appliance > Configure > Client VPN settings.
Click OK.
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|

(®) Use preshared key for authentication

Key: | meraki

() Use certificate for authentication
Verify the Name and Usage attributes of the server’s certificate

Back at the Network Connections window, right-click on the VPN connection and click Connect / Disconnect.

@ - b E@« Network and Internet » Network Connections » v ¢ Search Network Connections @

Organize v Start this connection Rename this connection Delete this connection  » By @ @

Not connected Network cable unplugged Disconnected
)4 e Bluetooth Device (Personal Area... 3 'ﬁ Intel(R) 82577LM Gigabit Network... WA l / Di

= Wi-Fi
&g‘ Disabled Status

eﬂﬂ Intel(R) Centrino(R) Advanced-N ... Set as Default Connection

Bluetooth Network Connection ~ Ethernet !_! | VPN Connection

Create Copy

Create Shortcut
@ Delete

@) Rename

@) Properties

4items 1 item selected

Find your VPN profile and click Connect.
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Networks

Airplane mode

off |

Connections

VPN Connection

Enter your user name and password.
Click OK.

27
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(©) Networks

Network Authentication

niles@meraki.com

Domain: meraki.com

28
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(D Currently only the following authentication mechanisms are supported:
» User authentication: Active Directory (AD), RADIUS, or Meraki hosted authentication.

» Machine authentication: Preshared keys (a.k.a., shared secret).

When using Meraki hosted authentication, VPN account/user name setting on client devices (e.g., PC or Mac) is the user email address entered
in the Dashboard.

Open Start Menu > Search "VPN" > Click Change virtual private networks (VPN)
Best match

Change virtual private networks (VPN]
System settings

L vpn
X vpngate
/2 vpn unlimited
S vpnbook
)
M vpn free
£ vpn senvice
A vpn express

X vpn free download

im My stuff £ web

vpn

From the VPN settings page, click Add a VPN connection.

29
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O
X

< Settings —=

NETWORK & INTERNET Find a3 setting

Data usage

VPN
VPN

+ Add a VPN connection

Dial-up
Ethernet "

Related settings
Proxy

In the Add a VPN connection dialog:

» VPN provider: Set to Windows (built-in)
» Connection name: This can be anything you want to name this connection, for example, "Work VPN."

» Server name or address: Enter the hostname (e.g. .com) or the active WAN IP (e.g. XXX. XXX.XXX). Hostname
is encouraged instead of active WAN IP because it is more reliable in cases of WAN failover. Admin can find them
in Dashboard, under Security appliance > Monitor > Appliance status.

* VPN type: Select L2TP/IPsec with pre-shared key
* User name and Password: optional

Press Save.
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&«

Settings

Add a VPN connection

VPN provider

Connection name

Server name or address

VPN type

Automatic

Point to Point Tunneling Protocol (PPTP)
L2TP/IPsec with certificate

L2TP/IPsec with pre-shared key

Secure Socket Tunneling Protocol (SSTP)
IKEv2

After the VPN connection has been created, click Change adapter options under Related settings.
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& Settings - o
0% NETWORK & INTERNET Find a setting
Data usage
VPN

. Add a VPN connection
Dial-up

ogg VPN Connection
Ethernet

" | Comect  Advancedoptions  Remove

Related settings

Change adapter options

Change advanced sharing options
Network and Sharing Center
Internet options

Windows Firewall

Right-click on the VPN Connection from the list of adapters and click Properties.




Page 28

&) Network Connections

T f-' > Control Panel > All Control Panel ltems > Network Connections

Organize v Start this connection Rename this connection Delete this connection Change settings of this connection
—- Ethernet —- Ethernet 2 — Ethernet 3
L Network 4 L Unidentified network L\ Unidentified network
@ Killer 2200 Gigabit Ethernet Cont... W VMware Virtual Ethernet Adapter ...

4items  1item selected

VMware Virtual Ethernet Adapter ...

v O Search Network Connections

S v
l VPN Connection
R ‘--,“ Disq .
Connect / Disconnect

Status
Set as Default Connection
Create Copy

Create Shortcut

@ Delete

& Rename

€ Properties

In the Security tab, select "Require encryption (disconnect if sever declines)" under Data encryption.

Then, select "Allow these protocols™ under Authentication. From the list of protocols, check "Unencrypted

password (PAP)", and uncheck all other options.

® © x
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é VPN Connection Properties X

General Options Securty Networking Sharing

Type of VPN:
Layer 2 Tunneling Protocol with |Psec (L2TP/IPsec) v
Advanced settings
Qata encryption:
; Require encryption (disconnect if server declines) v
Authentication

(O Use Extensible Authentication Protocol (EAP)

Properties

(® Allow these protocols

[“]ilUnencrypted password (PAP)
[] Challenge Handshake Authentication Protocol (CHAP)
[] Microsoft CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows logon name and
password (and domain, if any)

Corcs

Click on "Advanced settings"

® Despite the name "Unencrypted PAP", the client's password is sent encrypted over an IPsec tunnel between the client device and the MX. The
password is fully secure and never sent in clear text over either the WAN or the LAN.

In Advanced Properties dialog box, choose "Use preshared key for authentication" and enter the pre-shared key that admin created in Security appliance
> Configure > Client VPN settings.
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Advanced Properties X

L2TP

(®) Use preshared key for authentication

Key: | meraki

(O Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate

Back at the Network Connections window, right-click on the VPN connection and click Connect / Disconnect.

{@ Network Connections

A & 5 Control Panel > All Control Panel ltems > Network Connections

m] X

v 0 Search Network Connections 0

Organize v Start this connection Rename this connection Delete this connection Change settings of this connection B v m o
" FEthemet || Ethemet2 = || Ethernet3 L‘h VPN Connection
o= Network 4 E _ Unidentified network g _ Unidentified network — Disconi -
@7 Killer 2200 Gigabit Ethernet Cont... @7 VMware Virtual Ethernet Adapter ... VMware Virtual Ethernet Adapter ... WAN M Connect / Disconnect
Status
Set as Default Connection
Create Copy
Create Shortcut
@ Delete
s Rename
& Properties
4items  1item selected ==

Find your VPN profile and click Connect.
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& Settings

53 NETWORK & INTERNET

Data usage

Dial-up

Ethernet

Proxy

Find a setting

VPN

Add a VPN connection
T
VPN Connection

Related settings

Change adapter options

Change advanced sharing options
Network and Sharing Center
Internet options

Windows Firewall

Enter your user name and password.
Click OK.
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Sign in

niles@meraki.com

Domain: meraki.com

Windows XP

® Currently only the following authentication mechanisms are supported:

» User authentication: Active Directory (AD), RADIUS, or Meraki hosted authentication.

+ Machine authentication: Preshared keys (a.k.a., shared secret).

When using Meraki hosted authentication, use the email address for VPN account / user name.

Open Start Menu > Control Panel, click on Network Connections.
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‘s Network Connections

File Edit VYiew Favorites Tools Advanced Help

e Back ~ @ @ p Search E} Folders v

Address | € Network Connections

LAN or High-Speed Internet

Network Tasks

. Local Area Connection
@ Create a new connection Connected

Set up a home or small L-E& VMware Accelerated AMD PCH. ..

office network

@ Change Windows Firewall

; Personal Area Network
settings

Bluetooth Network Connection

See Also Disconnected

\i) Metwork Troubleshooter

Other Places

@ Control Panel

& My Network Places
My Documents

i My Computer

Details @

Network Connections
System Folder

[ Bluetooth Device (Personal Ar...

In the Network Tasks section, click on Create a new connection.
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Address | & Network Connections

LAN or High-Speed Internet

Local Area Connection
_ Connected

(. 3 YMware Accelerated AMD PCH. ..

Network Tasks

Create a new connection

Set up a home or small
office network

Change Windows Firewall
settings

Personal Area Network

Bluetooth MNetwork Connection
Disconnected

Aisa Biso '|_ Bluetooth Device (Personal &r. ..

Jd) Metwork Troubleshooter

Other Places

ML rarkval Danal

Choose Connect to the network at my workplace, in the New Connection Wizard window.

New Connection Wizard

Network Connection Type
What do you want to dao?

(O Connect to the Internet
Connect to the Intemet so you can browse the Web and read email.

(3) Connect to the network at my workplace

Connect to a business network [using dial-up or VPN) so you can work from home,
a field office, or another location.

(O Set up a home or small office network
Connect to an existing home or small office network or set up a new one.

(O Set up an advanced connection

Connect directly to another computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect to it.

[ < Back ][ Next > ][ Cancel ]

Choose Virtual Private Network connection in the next section.
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New Connection Wizard

Network Connection
How do you want to connect to the network at your workplace?

Create the following connection:

() Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital
Network (ISDN) phone line.

(3) Virtual Private Network connection

Connect to the network using a virtual private network [YPN] connection over the
Internet.

[ < Back ]I Next > ][ Cancel ]

Then, give a name for this connection. This can be anything you want to name this connection, for example, "Work VPN."
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-

New Connection Wizar

Connection Name
Specify a name for this connection to your workplace.

Type a name for this connection in the following box.

Company Name

lkarem VPN

For example, you could type the name of your workplace or the name of a server you
will connect to.

[ < Back ][ Next > ][ Cancel ]

Enter the hostname (e.g. .com) or the active WAN IP (e.g. XXX.XXX.XXX). Hostname is encouraged instead of active WAN IP because it is more reliable in
cases of WAN failover. Admin can find them in Dashboard, under Security appliance > Monitor > Appliance status.
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New Connection Wizard
VPN Server Selection
What is the name or address of the VPN server?

Type the host name or Intemnet Protocol (IP) address of the computer to which you are
conhnecting.

Host name or IP address [for example, microsoft.com or 157.54.0.1 ):

vph.ikarem.com

[ < Back ][ Next > ][ Cancel ]

In the Connect <Connection Name> box, click on Properties

Connect lkarem ¥PN |

User name: |

Password: I

[] Save this user name and password for the following users:

Me on |_',l

Anyone who uses this computer

[ Connect ] [ Cancel ] [ Properties ] [ Help
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In the General tab, verify the hostname (e.g. .com) or the active WAN IP (e.g. XXX.XXX.XXX). Hostname is encouraged instead of active WAN IP because it
is more reliable in cases of WAN failover. Admin can find them in Dashboard, under Security appliance > Monitor > Appliance status.

# |karem VPN Properties

General | Options | Security | Networking | Advanced|

Host name or IP address of destination [such as microsoft.com or
157.54.0.1):

| vph.ikarem.com l

First connect

Windows can first connect the public network, such as the
Internet, before trying to establish this virtual connection.

[] Dial anather connection first:

Show icon in notification area when connected

[ oK ][ Cancel ]

In the Options tab, uncheck "Include Windows logon domain"
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# |karem VPN Properties @

General | Options {Secutity | Networking | Advanced |

Dialing options
Display progress while connecting
Prompt for name and password, certificate, etc.

[] Include Windows logon domain

Redialing options

Redial attempts: |3 :
Time between redial attempts: I1 minute v]
Idle time before hanging up: I never b l

[] Redial if line is dropped

I 0K ][ Cancel ]

In the Security tab, choose Advanced (custom settings).
Click Settings
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# |karem VPN Properties

| General | Options | Secuity | Networking | Advanced

Security options
O Typical [recommended settings)

Yalidate my identity as follows:

Automatically use my Windows logon name and
password [and domain if any)

Require data encryption [disconnect if hone)

(®) &dvanced [custom settings)

Using these settings requires a knowledge
of security protocols.

[ IPSec Settings... ]

[ oK ][ Cancel ]

In Advanced Security Settings page, select Optional encryptionfrom the Data encryption pull-down menu.
Choose Unencrypted password (PAP) from the Allow these protocols options and uncheck everything else.



Advanced Security Settings

Data encryption:

l Optional encryption [connect even if ho encryption) v l

Logon security
(O Use Extensible &uthentication Protocol [EAP)

Properties
(®) allow these protocols
Unencrypted password [PAP)
[] Shiva Password Authentication Protocol (SPAP)
[] Challenge Handshake Authentication Protocol [CHAP)
[] Microsoft CHAP (MS-CHAP)
Allow older MS-CHAP version for Windows 35 servers
[] Microsoft CHAP Yersion 2 [MS-CHAP +2)

For MS-CHAP based protocols, automatically use my
Windows logon name and password [and domain if any]

I oK ][ Cancel ]

® Despite the name "Unencrypted PAP", the client's password is sent encrypted over an IPsec tunnel between the client device and the MX. The
password is fully secure and never sent in clear text over either the WAN or the LAN.

Back on the Security tab, click IPSec Settings...
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# |karem VPN Properties {EHXI

| General | Elptionsl Security |Networking | Advanced

Security options
O Typical [recommended settings)

Yalidate my identity as follows:

Automatically use my Windows logon name and
password [and domain if any)

Require data encryption [disconnect if hone)

(®) &dvanced [custom settings)

Using these settings requires a knowledge
of security protocols.

[ IPSec Settings... ]

[ oK ][ Cancel ]

Check "Use pre-shared key for authentication" and enter the pre-shared key that admin created in Security appliance

> Configure > Client VPN settings.
Click OK.

IPSec Settings

Use pre-shared key for authentication

Key: | meraki |

[ OK J [ Cancel J

In Networking tab, choose L2TP IPSec VPN from the Type of VPN options.
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# |karem V¥PN Properties

' General | Options | Security| Networking | Advanced |

Type of VPN:
L2TP IPSec VPN v

Settings

This connection uses the following items:
+— Internet Protocol [TCP/IP)
®l 0S5 Packet Scheduler

&

g File and Printer Sharing for Microsoft Networks
g Client for Microsoft Networks

[ Install... ] Uninstall [ Properties ]

Description

Transmission Control Pratocol/Interet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ oK ][ Cancel ]

Back at the Network Connections window, right-click on the VPN connection and click Connect
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"= Network Connections

Page 44

File Edit VYiew Favorites

e Back ~ Q

Tools Advanced Help

[’ ,O Search || Folders [iif]~

Address

Network Tasks

Create a new
connection

% Setup a home or smal
office network

@ Change Windows
Firewall settings

& Start this connection
Eﬂ Rename this connection
12) Delete this connection

Change settings of this
connection

Other Places

(3 Control Panel
& My Network Places

@_, Network Connections

OGE

# | LAN or High-Speed Internet

Local Area Connection
‘ Connected

A YMware Accelerated AMD PCH...

= Personal Area Network

Bluetooth Network Connection
‘ Disconnected
(- Bluetooth Device (Personal Ar...

Yirtual Private Network

(Disconnected

Connect
Status

Set as Default Connection

Create Copy

Create Shortcut
Delete
Rename

Properties

Verify your user name and click Connect
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Connect lkarem ¥PN

lUser name: | niles@meraki.com |

Password: l [To change the saved password. click heref I

Save this user name and password for the following users:

(3) Me only
(O Anyone who uses this computer

[ Connect ][ Cancel ][ Properties ][ Help ]
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